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Ona yoro noTpiOHa cuctema 6e3neku

Cuctemun 6e3neKku BiairpatoTb BaXK/IMBY POb B HALLi AHi, aJKe B CBiTi HEMAE KOAHOro
6e3ymoBHO 6e3ne4yHOoro micua ANs NPOXKUBAHHA.

Be3 HanexXHOoT cucTemun 6e3nexkn HeEMOXK/IMBO 3aMnobirTM TaKUM iHUMAEHTAMM AK
norpabyBaHHA abo BTOPrHEHHS.

Came TOMy BarK/IMBO 3HATM AK MOXKHa binblue Npo pi3Hi TMNK cuctem Hesnekn.

Patch for Unsupported Windows (Apply Now)
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Ona yoro noTpiOHa cuctema 6e3neku

Bce, wo nigkntoyaeTbca ao Internet moxe bytn
3namaHe. [1na cuctem besneku ue BiiHa Ha 360°.
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Korenix Cyber Security+

B Korenix Cyber Security+
7 BipgcrexxyBaHHA DHCP
7 AuHamiuHa iHcneKuia ARP (DAI)
7 Oxepeno IP (IPSG)
7 baratopiBHeBa ayTeHTU(iKaLinA
7 TACACS+
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Korenix Cyber Security+

DHCP Snooping

® [lie ak bpaHgmayep mix KnieHTamum DHCP
Ta cepsepom DHCP

ABTOpM30BaHWM
cepsep DHCP

® 3abe3neyye OoTPUMaHHA KnieHTamu IP
3 aBTOPU30BAHOrO cepBepa

® 3anobirae atakam abo NnomuaKam
DHCP

CrexxeHHa DHCP BkaoueHo
HenepegipeHo

HenepegipeHo

HeaBTOpM30BaHUM
cepsep DHCP
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Korenix Cyber Security+

DHCP Snoopinc

e BiactexxyBaHHA DHCP rapaHTtye, wo knientn DHCP otpumytoTh IP-agpecu 3
aBTopu3soBaHux cepsepis DHCP Ta 3anuncye BiagnoBiaHICTbL MiXK IP-agpecammn Ta
MAC-agpecamu DHCP-KnieHTiB, 3anobiratoum atakam DHCP Ha meperKy.

DHCPrequest
With Option-82 value

Add Option-82 value to DHCP request frame
Client’s MAC address (remote-ID )
- Client’s Interface (circuit-ID)

<IP will also be added if switch have set> DHCP cliont Unauthorized
DHCP servor

* DHCP reply messages
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Korenix Cyber Security +

Dynamic ARP Inspection(DAI)

® 3axuwae Big niamiHn ARP Ta aTtak 3 BUKopucTaHHAM Kewy ARP

® [lepesipsae naketn ARP Ta BigmiHAE HeaincHi npus'a3ku agpec IP-to-MAC 3rigHo
BiacTexeHHto DHCP abo ctatnuHux npmus'asok DHCP

® KopekTHo 36epirae Tabanuo MAC

¥ ARP Query
MAC address of
IP address C?

DAI
yBiMKHEHO
ARP Reply

MAC address of

IP address C is B IP agpeca C
MAC agpeca C

IP agpeca A
MAC agpeca A

IP agpeca B
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Dynamic ARP Inspection(DAI)

DHCPSBDB :
IP Addr VLAN MAC LeaseTime Port Checksum
10.1.1.1 22 00e0.fc5a.0e1b 3EBE2881 Gi1/1 eSe1e733

10.1.1.26 22 00e0.2245 .3c4c 34ABE4SE Fe3/8 a111f69b

ARP req
IP:10.1.1.
MAC’??’?

Cllont
10.1.1.26

ARP reply: ARP reply:
IP:10.1.1.26 P:10.1.1.1
MAC:00e0.fcab.aOc2 ] MAC:00e0.fcab.a0c2

MAC:00e0.fcab.a0c2
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|P. Source Guard(IPSG)

® 3anobirae niapobui IP-agpecn
® [lepeBipAEe BXigHi NakeTu Ta BigkmMaae Ti, IP-aapecu akux nigpobneHi

IPSG yBiMKHEHO

IP agpecy niamiHeHo:
BianpaBka nakeTa 3a

IP-agpeca A IP -aapecoto A

IP agpeca B
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Korenix Cyber Security +

|P. Source Guard(IPSG)

IP Source Guard — ue pyHKuUia 6aoKyBaHHA IP-aapecu piBHA 3 Ta MAC-agpecu
piBHA 2 Ha KomyTaTopax. Lia ¢yHKuUis nepernagae Tabnaumuyto BiacterkysaHHa DHCP
Ta BiAKNAAE NaKeTu 3 nigpobneHnmmn agpecamm.

Gatewsay = 10.1.1.1
MAC = A

S

Attacker =10.1.1.25 Yictimm = 1.1.1.5D korenix
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Multi-Level Authentication

® Ocobnusocri
* MiaTpumKa aeKkinbKox KopuctysadiB (80 5)
» [1Ba 06niKoBI 3anmcK 3a 3amoBYyBaHHAM: admin, 3 NpaBom
Yutatn/MNpasutn' Ta FicTb, 3 npasom 'Jlnwe Ynutatu'

* MNiarpumka pexxumy YutaHHa Ta YutaHHA/3anucy
* MigrpumkKa 3awmdppoBaHoOro napons
* |IHdpopmauia npo ceaHc Bxoay

User Accounts Configuration Bt | ogin Sessions
User | adeein ¥ 10 UserName Connection From Idle Time  Session Time
User Name Bl (8 skbaniekdiden) 27 admn 192168261  00:00:00 00:16:22
Password [ (8totéCharadtars)
Confirm Password [ (3to64Characters)
Acoass Level Read Wi v
Lockout Status False .
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TACACS+

(Terminal Access Controller Access-Control System Plus)

® OcobausocrTi

— MiaTpumka ayreHTUdikauii TACACS+

* HapatoTbcsa metogm ayTeHTMdiKauii, BKatoyatoumn “PAP” “CHAP”
Ta “ASCII”, PAP Ta CHAP saki wundpytotbca 3a gonomoroto MD5

— MepemuKaHHAa nigTpmKm Bxoay KopuctyBa4aTACACS+ (PAM)
* Niatpumka “PAP” “CHAP” ta “ASCII”

* [liatpmka TACACS + ana Bxoay KOpUCTyBada BKAKOYAE B cebe NoriHu 3
Console, Telnet / SSH, Be®6.

Tacacs+ Server

Admin Password Help Tacacs Server IP | 192.165.10.123
Shared Key
Name ] Server Port 5566
| New Password
[ ———f Secondary Tacacs + Server
Confiem Password
| Tacacs Server IP | Notwtupyet
Aoply | | Cancel
| Shared Key
r————
| Server Poct Notsetugryet
Local User List Tacacs+ Setting
| Name || Password L Ascn v
J S e ——— Server tmeout(s)
Aopty
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Strengthen device-level security

B Korenix Cyber Security sBianosigae ctaHgapty IEC62443-2, a TaKOX NOKpaLLye

MOXMBOCTI KepyBaHHS 6e3neKoto

Security Technology
Authentication

Password-based

MAB (MAC bypass)
Cybersecurity

DHCP Snooping

IP Source Guard
Dynamic ARP Inspection
TACACS+
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